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Recorded Future Al

It's time for Analyst-grade Al.

The challenge for security teams today isn’t a lack of intelligence. It's the sheer scale and speed at which they have to make sense of it.
Recorded Future Al turns massive-scale intelligence into answers in minutes. MCP extends that intelligence into the tools, agents, and
workflows your organization already uses, reaching the right systems and people at machine speed. Turn data overload into a security
advantage with Recorded Future Al.

Harness the power of Al

Understand intelligence like never before Let Al execute the heavy lifting
Go from question to answer with intelligence from over a million Understanding a threat is only half the job. Recorded Future Al
sources across the open, deep, and dark web. can handle the other half.

» Ask away with Al Sessions: Ask your threat questions and
get immediate insights with contextualized responses for
your organization and threat landscape.

o See what matters with Al Insights: Automatically surface
the most critical entities (IPs, domains, hashes, threat actors,
vulnerabilities) all up front.

» Beintelligence-led, anywhere: It is the Intelligence Graph®,
in your pocket. Recorded Future mobile app has Recorded
Future Al built in for on the go insights.

%+ Recorded Future Al Insights @ Narrative View v 4§ A

GrayBravo, previously identified as TAG-150, is a sophisticated threat actor active since at least
March 2025, known for its rapid development cycles and extensive multi-tiered infrastructure that
supports a malware-as-a-service (MaaS) model. Their teolkit includes the CastleLoader malware
framework, which serves as a loader for various malicious payloads such as CastleRAT—available
in Python and C variants—and other infostealers like DeerStealer and RedLine Stealer. GrayBravo
primarily targets the logistics sector through phishing attacks employing ClickFix technigues, which
trick users into executing malicious commands themselves. The actor has demonstrated
adaptability by responding to public reporting and expanding its operations to include clusters like
TAG-160 and TAG-161, each utilizing distinct tactics such as impersonating legitimate businesses
or leveraging fake software updates. Recent reports highlight their continued evolution and the
emergence of new domains associated with their. Show more
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Not all Al is Analyst-grade Al

» Your threat reports are done and delivered: Compress
hours of reporting writing into minutes, producing reports
that are fully referenced and attributable to your intelligence
with Al Custom Reports.

» Focus on insights, not how to find them: Recorded Future
Al automatically routes your questions to the right tools
and intelligence with built-in agent invocation. Insights from
across the Platform, brought directly to you.
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Cyber Threat Landscape Report

Synopsis: A report outlining the most important cyber threats to your organization.
Time Period: Last 7 Days

Executive Summary
What's New Since

« Credential Leaks on PasteBin and Malware Logs:
o Ci ials for multiple email , including emaill@emailalias.com was found on PasteBin on
March 10, 2026. Additionally, a few credentials were discovered in Malware Logs on March 4, 2026.
+ Ransomware and Cyber Attacks:
o Ransomware groups are increasingly targeting large enterprises through third-party service
providers, with Tata Consulting Services linked to a breach at Marks & Spencer. Ongoing
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Ask anything or report on...

What is analyst-grade Al? Its Al an analyst can rely on. Recorded Future Al has all the components necessary to make even the most
skeptical CTl analyst feel comfortable using Al for business-critical decisions. Recorded Future Al has the world’s most comprehensive
threat intelligence and a transparency model that makes every output verifiable.




Autonomous defense that can scale responsibly across your entire
security operation.

A whole new way to interact with intelligence

Intelligence only creates value when it reaches the right systems at the right time. Recorded Future Al extends the Intelligence Graph®
beyond the Platform into whatever tools, agents, and workflows your organization uses.

» Recorded Future MCP Server: Provides uniform, audited access to Recorded Future intelligence for many MCP-compatible Al clients
— Claude Desktop, Claude Code, Cursor IDE, Gemini CLI, GitHub Copilot — making Recorded Future intelligence available wherever
agents operate.

« MCP Toolset: Covers indicator analysis, entity research, threat actor intel, Al-powered analysis, alerts management, and watchlist
management — all programmatically accessible for automated pipelines.

» Master ID & Data Ontology: Proprietary entity resolution across 2.9K threat actors, 466K vulnerabilities, 4B IPs, 23B domains, and
6.5B credential leaks ensures agents reason accurately at scale, without conflating aliases or duplicating effort.
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See Recorded Future Al in action

Request a demo to learn how you can leverage analyst-grade Al with Recorded Future Al.

Recorded Future is the world's largest threat intelligence company. Recorded Future's Intelligence Cloud provides end-to-end intelligence across adversaries, infrastructure, and targets.
Indexing the internet across the open web, dark web, and technical sources, Recorded Future provides real-time visibility into an expanding attack surface and threat landscape,
empowering clients to act with speed and confidence to reduce risk and securely drive business forward. Headquartered in Boston with offices and employees around the world,

Recorded Future works with over 1,900 businesses and government organizations across more than 80 countries to provide real-time, unbiased, and actionable intelligence.
Learn more at recordedfuture.com
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