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Ransomware groups
will likely increase
their targeting of

technologies
supporting hybrid
and remote work.

The “phishing”
landscape will become
the “spearphishing”
landscape as generative
Al helps attackers create
particularized lures.

The rise of
passwordless logins
will likely drive criminal
activity away from
infostealers and back
to email-based
credential harvesting.

—_— 2 A

Levi Gundert

F—7-tFaTF4-1+T4%—(CSO)


http://www.recordedfuture.com

lil-Recorded Future’

ITEIT4THR)—

2023%F(E. FRIEIFELGDEINERTEETLE, —BTREAIA TV HARBARRIFREILLELAT
Ltzo DISAM T DREBEEHBIEL. REAEHITHIOLTEDMEDRNEREMICEZDEDTIEHYFERFATLE,
ARSIINES DO TISETOMBEICAIF-EIZIE. I0A7HDNTRIZEDIATIINADTOARE, ZLTHY
MX TOH-LBEFOMFEICLO>TRECRIBLELZ, ChatGPTZH< 5 U HDMALAAICEMNDHLT | £ B
AID R EADRIBIZOVWTIK, FEHEEDZLIZHYEFSTT,

ZHLIKRIZH>TH. Insikt Groupld, ZDEEEFEEMRICELTT—2EH WML, FHEHZITL. HEE
HIEx SLHEFERELIC B’éhéﬁ%/\-*’lﬂi??@ ’ELEJT\L‘?JLI‘fiLtOE#( li JrLbODIAZ @EE’]?’J‘ZI//\—
CHEE-EE)TAHIEEHYEL . SR ; - 5 =
LEBAMZEST LD . FIFIE 150)#%1$¢$€*5qu T 5&3IC ELJil,T_OHE#IM*IJE’éJE;RTéTO
B—(TAE)IT. NITAEXLDAEIZEL T, Y—IL(DDoS-as-a-serviceZ E) ZBRFELI=Y . [/\wH &!)—
JEEFIREIELI=YLELT=,

2023F (I TERITVINDITINVIDE

[EO-rSRAMIEREELXF )T DORITBIZE>TEIMBLNEFLAMN, EEICIEX, /0F—FRVMIINETUL
ICHEFEIICEKBFELTCVWET  VE—FT =D ELY ., Tas-a-service IO ER TV IOz T HEIVFVRA
VT RBIET—IVRR—ZADOFERAPIMELEL . #ERELT. EF ) TAEERT O ETIA. HFZ2IL
TE=OIZ BREHED Y —RF/IR—F - H—EROY—LIZIKET D LS H->TNET,

YAN—LREFLX. HEERILESIET IRAOREZFALT. FIFIRELZAROTVET . £EMITVYTH
DI7ICBITARBIESN-MBEORIL. BIELASITEMUELT, 2023F (X4 . DERAEDIRATLD
H—EREFEZHELE—HBORBIZEVWT, T—4RBICREbN-hV ENR—T 40— —FT DEMNE
Mof=CEMEREINET, AESAICHEAELI=MOVEIt File Transfer Application®EZRMNZ D —HITI,
MOVEItDERICTFEL-So Y LIz 7EFATHACLOPIK, CO/N\YF 2T 1EITT/5005 ~1ERILDOFHEHE
FEHEINTHY., COBOKHEN2024FFTHCEFTELTVET,

BRTIA—DEEHLHITV/OO—0H—ERFZERTIHAEIE. EERITVINIZ7EFALEZEDIZRYE
A TLT=, Recorded FutureMN{To=H 5B TIX, AvtE— T TSR ITH—LOISHRY—E RNV
ERODAVE—FIbH—ERDERN. IO T I7I)—DH25% TRANSNTVET, SS5LEERIZKYE
B7O8—IE. BEDODFS T4 712N TELDAR YR &IV MO—/L(C2) BIEZERKIT HIENTEELSI1ZHY
F9 ., £, EBT V72— Linux®macOSADARETOSSLEZHREL — U XA A B AEZ TLOE
ToCNITEY BB EH (XS ETHBHEELEINTELEBELEHD. JUSHEVATLATIVY LY T7EER
TEALSIHYET . SLICEFBTIE—1E. ESRATOER4# (BPO) IZEAL. SIMRATYEL ST HOFD D
Y= VIV ZTY T ERLERSICLEL



https://go.recordedfuture.com/hubfs/reports/cta-2023-1107.pdf?utm_source=substack&utm_medium=email
https://go.recordedfuture.com/hubfs/reports/cta-2023-1107.pdf?utm_source=substack&utm_medium=email
https://blog.eclecticiq.com/chinese-state-sponsored-cyber-espionage-activity-targeting-semiconductor-industry-in-east-asia
https://blog.eclecticiq.com/chinese-state-sponsored-cyber-espionage-activity-targeting-semiconductor-industry-in-east-asia
https://www.coveware.com/blog/2023/7/21/ransom-monetization-rates-fall-to-record-low-despite-jump-in-average-ransom-payments
https://www.techtarget.com/searchsecurity/definition/walled-garden
http://www.recordedfuture.com

lil-Recorded Future’

FTHERR

TRV —TI R (RBIREE) DILRIZEY. MEBEERRBICERT MBI EITVET, OF
Y, 2023F %@L T Y— K —TARRICHEETRIDODOMBEICDOFIH . EROHELCEZHRETE
BELMERHEEFCBRATI2—DEMLTOADTT . NMTUYRFE LV E—FT—IDBREN S
SNTNAEIED., COBERZEBIRLTNSELSTT,
ERAIDNEBOEEZEHDFAIZDONTIH, V=% LT FYL T EEE AT RICERANRONEL
2o DFY . EBRAIDEEHDSFIADOI—Ry—XERABHD A, HREHOHAFEHMGEIToVYDK
EERERBLLEDTT A —I Iz THRFESNTVWSKRBEEEETIL(LLM) DIBIE/NN—23UhY,
ERY—ILDEEH—FL—ILEI1—F—HEETEIEEBRHZICLTLENEL,
RARELT. VI T7 T SAF—VRENEELTVNET . VI 7OMREKREFEELATEL>TL
5128 ZEDVINIZTHTSAFI—UREN O THRBINILGE . BRTIVI—D#H -G HET
Y—RNR—TABLVIT+—RAN—TsDEREFEBREZERTLHIENTELLIITHYEL,
HAN—LRFE. Vv TP TIVITEBBITTIH. EDRR-TORMARBEZMIZLEL
= EFMIZIF. EDRR-TOER-TOM/ =205 (BPO)ZFIAL-Y =% IL- IO T T 5%
BLT.SIMRIYEV I BREDFREBSICITADEIIZHYFELT =,
EHEINTELY—ILD, BEHLEAVI—2IMF—ERZBLTCEARASINTUWET . BB T7V5—1-b (&
HBDAUISIZTIEAL A DFERINEWNKSIZTEE0IC. EEHZY—ILOY—FEREZETETE
BT AE528YFELE, ChIZlE, avoR&avra—IL(C2) DE=HD ISR H—EROERLS TN
F9,
HEADERAIEEBE LEFEATLIZ. SV LI T7ORBFvUoR—OFEFTIE, HEEISHLTEZILL
FHLOIZ R ABICHEENBLREBERETILEDHENKALNELIZ. LHL. ZDERDEK
FRICEBEHEDRIEICKY . HBEIIZOBRBFEZBETALSCHEHNET,
WEY—)LIL, Linuxt>macOSL AT LAFIEZEMNIZT 55— AN ELLGH>TWET , FUH LI 7D FVE
[FWindowsERELISMZEHEAYRITTEY . FEEDHEEZIL KT OB EZHIRELTLET,
ﬁ‘*ff@ﬁfc%li REICELTN\ITAERNDFEHFERILSEELZ, TDIREAEDERITIEBEL-
BIRIN-HLDOTLEN. NITAERDEH L. 10A7BDTAORELIYECRIGEREO—REL
Uibf:o/\’]T«rI:ZHEtI’ijEI*rI\ TEtHrfDDoS ) (DDoS-for-Hire) 2 F D DY —E XZERTET S
CET BAEBDORBIZHTAIEDRILANILOBEDDEFYEFIFIEALLSELTLET,
T4y OFANEILTE—H. D7 I ERICEVWTEDLETH IR EREIND— AN EZ
WET ZavP VI HLERNEEILT D0 BERTIF—(E. Hif=G 74020 DFO%, ﬁ)]&?ﬁrb/
FMEOFOMDNET IR -RIMNL(THOEAAR) EZREBTHIETENICTHEIGLTEEL -,
ATAAX =T L—THDOTEZENTEDTS5T47 (WEEB) INKESN D OH A LN HRTEET,
20235 DHEHBELT. FEICKIEZENIETHERASINDGTST4T L. O TORBBHRIID AT LXK
EERNORZRNMBERICHET DT 5T4TENEFTETHAINDOHY. RFIZHILETYY-TS5uk
T+—LTODHFEERBELTWAIENEITFONET,



http://www.recordedfuture.com

lil-Recorded Future’

BASH
B
FX
ITEIT4THR)—
FEAERR
EP
723 AT U E—HIM. BFE., BEE BUR
ELEML R
M FHER—T O— /LGRS N BB/ — b~ —2 v TEBBET S
*oOFFN S

YAN—BRDEZL LB LY
o3 2 HAN—ERBATIDIVR
ERAINSIBEHDOEE

TEAVIH =D R (HBRREE) DIEKRA B EEZRNRRICERAT IHEZEELY
BYRLERASN-RITRAZ/4T

BT T AN—FB

ERAIOWBOERK. V=% IO FYL T EEENTRICEREZSTTLS
H—KI—F1DEB
BIFDE R

LinuxEmacOSND L AT LEIHI B Y — LA EE N
HYPETNITAERLDFENF R BELZF A

249 T DOFONERT I —FH. NPTV ERIZEDHET OO FIRAH M
ATAOX—ORIAEEM CTHET IHENTST4T

t9323:2022F D FAICET HEE
o ava. SEORE

Y AN—BEHOIKIR

XARBIZRIR 5

fTERA

2023 F(CTEASN-ELMHEME

O 00O 00 00O N N UL o gl W = o

NN DN DNNMNMN Ao o 2 4y
a B W WNOOWODRBEDN - A

TA-2024-0321 Recorded Future \ www.recordedfuture.com


http://www.recordedfuture.com

- lil-Recorded Future’

2023 by the Numbers

Internet-facing appliances are a threat actors’ best friend. Called “the biggest hack of 5 2)6‘
This year saw an increase in network infrastructure and 2023", CLOP's MOVEit 3§ ooﬁ
enterprise software exploits. campaign had far-reaching £ <%
effects for organizations < ’;\
n and industries globally 3 P
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Exploits of Legitimate Internet Services Take Advantage of Trust

Malware Services
Infostealer malware most commonly exploited legitimate Within messaging we can see Telegram and Discord are the
internet services (LIS). Among abused LIS, cloud services leaders, but Telegram is by far a fan favorite for attackers.
were the primary target, closely followed by messaging apps.
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Hacktivist Resurgence <
Mentions of DDoS-as-a-Service Examples of an APT abusing LIS

292
: Notion

8x growth Microsoft Graph

Zulip

36

Active Hacktivist Groups
First 18 days

H1 2022 H2 2022 H12023 H2 2023 103 hacktivist groups were active within
the first few weeks of the war in Gaza,
compared to 25 active in the same time

DDoS-as-a-service mentions became significantly more period following the invasion of Ukraine.
common in the second half of 2023. Ukraine Gaza
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Disinformation
Convergence

Russian and Chinese
operatives amplified
G;&_ L A -
7 similar disinformation
7% A

narratives to advance
their political objectives.

BRICS Diplomacy
China forged stronger
ties to the Middle East
through its campaign to
admit Iran and others
as the newest BRICS
A, member states.

()
- Weapons Sales
v Russia increased
purchases of drones

Weapons sa\e®

Converging Goals:
Eroding US political and
economic hegemony

and other weapons
from Iran to supply its
war against Ukraine.
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https://www.wsj.com/video/china/0303D030-2483-438C-8B6E-122A332C1FF0.html
http://www.mod.gov.cn/gfbw/qwfb/16229118.html
https://www.cnn.com/2023/12/21/china/china-russia-relations-record-trade-intl-hnk/index.html
https://www.reuters.com/world/putin-visits-dear-friend-xi-show-no-limits-partnership-2023-10-17/
https://www.reuters.com/world/putin-visits-dear-friend-xi-show-no-limits-partnership-2023-10-17/
https://www.fmprc.gov.cn/mfa_eng/zxxx_662805/202302/t20230224_11030713.html
https://edition.cnn.com/2023/10/18/tech/us-china-chip-export-curbs-intl-hnk/index.html
http://www.recordedfuture.com
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https://unctad.org/news/multiple-crises-unleash-one-lowest-global-economic-outputs-recent-decades-says-un-report
https://www.imf.org/en/Publications/WEO/Issues/2023/04/11/world-economic-outlook-april-2023
https://www.cbpp.org/research/economy/tracking-the-recovery-from-the-pandemic-recession#:~:text=The%20overall%20number%20of%20jobs,tightening%20monetary%20policy%20in%202022.
https://www.cbpp.org/research/economy/tracking-the-recovery-from-the-pandemic-recession#:~:text=The%20overall%20number%20of%20jobs,tightening%20monetary%20policy%20in%202022.
https://www.oecd.org/newsroom/economic-outlook-a-mild-slowdown-in-2024-and-slightly-improved-growth-in-2025.htm#:~:text=The%20Outlook%20projects%20global%20GDP,improvement%20to%203.0%25%20in%202025.
https://www.un.org/en/desa/one-year-war-ukraine-leaves-lasting-scars-global-economy
https://www.nber.org/digest/202204/how-us-china-trade-war-affected-rest-world
https://www.nytimes.com/2020/11/27/technology/pushed-by-pandemic-amazon-goes-on-a-hiring-spree-without-equal.html
https://www.wsj.com/articles/techs-red-hot-hiring-spree-shows-signs-of-cooling-11657445403
https://www.nrn.com/workforce/restaurant-industry-hiring-spree-covid-19-recovery-continues
https://www.nrn.com/workforce/restaurant-industry-hiring-spree-covid-19-recovery-continues
https://layoffs.fyi/
https://www.latimes.com/business/story/2023-01-12/job-scams-skyrocket-linkedin-indeed-pandemic
https://www.propublica.org/article/how-unemployment-insurance-fraud-exploded-during-the-pandemic
https://www.egress.com/blog/phishing/linkedin-phishing-attacks
https://www.forbes.com/sites/forbestechcouncil/2023/03/23/how-will-recent-tech-layoffs-affect-the-it-labor-market/?sh=45b7ec9a41a7
https://www.cisa.gov/news-events/cybersecurity-advisories/aa22-279a
https://www.cisa.gov/uscert/ncas/alerts/aa22-158a
https://www.recordedfuture.com/chinese-apt-groups-target-afghan-telecommunications-firm
https://blog.eclecticiq.com/chinese-state-sponsored-cyber-espionage-activity-targeting-semiconductor-industry-in-east-asia
https://www.mandiant.com/resources/blog/unc4841-post-barracuda-zero-day-remediation
https://www.cisa.gov/news-events/cybersecurity-advisories/aa22-277a
https://www.cisa.gov/news-events/cybersecurity-advisories/aa22-277a
https://www.microsoft.com/en-us/security/business/security-insider/reports/nation-state-reports/digital-threats-from-east-asia-increase-in-breadth-and-effectiveness/
https://therecord.media/multiple-chinese-apts-are-attacking-european-targets-eu-cyber-agency-warns
https://www.microsoft.com/en-us/security/blog/2023/05/24/volt-typhoon-targets-us-critical-infrastructure-with-living-off-the-land-techniques/
https://www.state.gov/the-impact-of-sanctions-and-export-controls-on-the-russian-federation/
https://www.consilium.europa.eu/en/infographics/impact-sanctions-russian-economy/
https://www.economicsobservatory.com/sanctions-against-russia-what-have-been-the-effects-so-far
https://www.cnbc.com/2023/09/11/ukraine-war-risk-of-leaving-russia-could-be-higher-than-staying.html
https://cybernews.com/cyber-war/10gb-of-nestle-data-leaked-say-anonymous/
https://techcrunch.com/2023/01/26/united-states-hive-ransomware-seized/?guccounter=1&guce_referrer=aHR0cHM6Ly93d3cuZ29vZ2xlLmNvbS8&guce_referrer_sig=AQAAADwkWTMJDzOGQqkEhAobFbOv5qN9CH7HmyHaXO-HKzgkPfdx2RxQgoO8d2WR07UKh7KebdI4m1pll3Ws0rcf73bQdkPcOH-5dIqSzGMD72l6KxrL3z6RxMmcFHaxnfQImEmyZrbVRcE5EkwX1H5Oc_qSRu-LNa8wsCBkal2BHFHs
https://techcrunch.com/2023/01/26/united-states-hive-ransomware-seized/?guccounter=1&guce_referrer=aHR0cHM6Ly93d3cuZ29vZ2xlLmNvbS8&guce_referrer_sig=AQAAADwkWTMJDzOGQqkEhAobFbOv5qN9CH7HmyHaXO-HKzgkPfdx2RxQgoO8d2WR07UKh7KebdI4m1pll3Ws0rcf73bQdkPcOH-5dIqSzGMD72l6KxrL3z6RxMmcFHaxnfQImEmyZrbVRcE5EkwX1H5Oc_qSRu-LNa8wsCBkal2BHFHs
https://techcrunch.com/2023/06/23/feds-seize-notorious-and-shuttered-hacking-site-breachforums/
https://techcrunch.com/2023/06/23/feds-seize-notorious-and-shuttered-hacking-site-breachforums/
https://cyberscoop.com/doj-cybercrime-disruption-ransomware/
https://cybernews.com/security/breachforums-back-online/
https://www.tsa.gov/news/press/releases/2023/07/26/tsa-updates-renews-cybersecurity-requirements-pipeline-owners#:~:text=TSA%20requires%20100%25%20of%20an,in%20their%20required%20annual%20exercises.
https://therecord.media/hhs-proposes-cyber-requirements-for-hospitals
https://therecord.media/hhs-proposes-cyber-requirements-for-hospitals
https://www.cybersecuritydive.com/news/biden-minimum-cyber-standards-healthcare/702129/
https://www.cybersecuritydive.com/news/biden-minimum-cyber-standards-healthcare/702129/
https://www.cybersecuritydive.com/news/cisa-director-cyber-incident-reporting-infrastructure/693136/
https://www.recordedfuture.com/blog/keeping-secure-threat-intelligence-stay-ahead-new-sec-regulations
https://www.recordedfuture.com/blog/keeping-secure-threat-intelligence-stay-ahead-new-sec-regulations
https://www.sec.gov/comments/s7-09-22/s70922.htm
https://www.scmagazine.com/news/secs-4-day-breach-disclosure-rule-hits-opposition-in-congress
https://www.scmagazine.com/news/secs-4-day-breach-disclosure-rule-hits-opposition-in-congress
https://www.jdsupra.com/legalnews/markets-promptly-see-effect-of-new-sec-5777589/
https://www.dataprotectionreport.com/2024/02/significant-amendments-to-the-singapore-cyber-security-act-set-to-have-implications-for-the-cybersecurity-landscape/
https://www.dataprotectionreport.com/2024/02/significant-amendments-to-the-singapore-cyber-security-act-set-to-have-implications-for-the-cybersecurity-landscape/
http://www.recordedfuture.com
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https://www.nemko.com/blog/brazil-adds-cyber-security-requirements-for-certain-devices
https://therecord.media/un-cybercrime-treaty-draft-criticized
https://therecord.media/un-cybercrime-treaty-draft-criticized
https://www.undocs.org/A/AC.291/L.13
https://www.undocs.org/A/AC.291/L.13
https://www.rapid7.com/thank-you/2022-vulnerability-intelligence-report/
https://www.rapid7.com/thank-you/2022-vulnerability-intelligence-report/
https://www.greynoise.io/blog/2022-a-look-back-on-a-year-of-mass-exploitation
https://www.csoonline.com/article/575563/your-attack-surfaces-are-expanding-these-are-the-three-you-must-defend.html
https://www.csoonline.com/article/575563/your-attack-surfaces-are-expanding-these-are-the-three-you-must-defend.html
https://www.csoonline.com/article/575563/your-attack-surfaces-are-expanding-these-are-the-three-you-must-defend.html
https://www.zdnet.com/article/it-teams-taking-on-more-responsibilities-with-hybrid-work-and-cloud-adoption/
https://www.bitdefender.com/blog/businessinsights/2024-cybersecurity-forecast-ransomwares-new-tactics-and-targets/
https://www.bitdefender.com/blog/businessinsights/2024-cybersecurity-forecast-ransomwares-new-tactics-and-targets/
https://www.bitdefender.com/blog/businessinsights/2024-cybersecurity-forecast-ransomwares-new-tactics-and-targets/
https://www.emsisoft.com/en/blog/44123/unpacking-the-moveit-breach-statistics-and-analysis/
http://www.recordedfuture.com
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https://therecord.media/citrix-bleed-bug-targeted-cisa
https://www.malwarebytes.com/blog/news/2023/11/citrix-bleed-widely-exploitated-warn-government-agencies
https://www.malwarebytes.com/blog/news/2023/11/citrix-bleed-widely-exploitated-warn-government-agencies
https://www.csoonline.com/article/1267774/hackers-steal-data-from-millions-of-xfinity-customers-via-citrix-bleed-vulnerability.html
https://www.csoonline.com/article/1267774/hackers-steal-data-from-millions-of-xfinity-customers-via-citrix-bleed-vulnerability.html
https://www.picussecurity.com/resource/blog/cve-2023-4966-lockbit-exploits-citrix-bleed-in-ransomware-attacks#:~:text=Some%20of%20the%20high%2Dprofile,appliances%20as%20soon%20as%20possible.
https://siliconangle.com/2023/12/04/new-citrix-bleed-ransomware-threat-hits-many-credit-unions/
https://fluidattacks.com/blog/citrix-bleed-and-ransomware-attacks/%5C
https://www.opentext.com/what-is/behavioral-analytics#:~:text=Behavioral%20analytics%2C%20however%2C%20are%20able,is%20detecting%20zero%2Dday%20attacks.
https://www.opentext.com/what-is/behavioral-analytics#:~:text=Behavioral%20analytics%2C%20however%2C%20are%20able,is%20detecting%20zero%2Dday%20attacks.
https://www.microsoft.com/en-us/security/security-insider/microsoft-digital-defense-report-2023#:~:text=Basic%20security%20hygiene%20still%20protects,attacks%20make%20up%20just%201%25.
https://www.microsoft.com/en-us/security/security-insider/microsoft-digital-defense-report-2023#:~:text=Basic%20security%20hygiene%20still%20protects,attacks%20make%20up%20just%201%25.
https://www.microsoft.com/en-us/security/business/zero-trust
https://www.paloaltonetworks.com/cyberpedia/what-is-extended-detection-response-XDR
https://www.webopedia.com/definitions/virualization/
https://www.statista.com/statistics/218089/global-market-share-of-windows-7/
http://www.recordedfuture.com
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https://www.securityweek.com/21-new-mac-malware-families-emerged-in-2023
https://objective-see.org/blog/blog_0x77.html
https://objective-see.org/blog/blog_0x71.html
https://www.trendmicro.com/vinfo/us/security/research-and-analysis/threat-reports/roundup/stepping-ahead-of-risk-trend-micro-2023-midyear-cybersecurity-threat-report
https://socradar.io/why-ransomware-groups-switch-to-rust-programming-language/
https://socradar.io/why-ransomware-groups-switch-to-rust-programming-language/
https://www.csoonline.com/article/644240/mission-linux-how-the-open-source-software-is-now-a-lucrative-target-for-hackers.html
https://www.computerworld.com/article/3705669/idc-sees-big-enterprise-shift-to-macs-over-next-12-months.html
https://gs.statcounter.com/os-market-share/desktop/worldwide/#monthly-202301-202312
https://gs.statcounter.com/os-market-share/desktop/worldwide/#monthly-202301-202312
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Mentions of macOS, Linux, or Unix-like OSs in TTP Instance Notes
B Linux and Unix-like 0Ss [l mac0s
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https://objective-see.org/blog/blog_0x77.html
https://objective-see.org/blog/blog_0x77.html
https://objective-see.org/blog/blog_0x77.html
https://objective-see.org/blog/blog_0x77.html
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https://www.jamf.com/blog/bluenoroff-strikes-again-with-new-macos-malware/
https://twitter.com/malwrhunterteam/status/1647384505550876675?ref_src=twsrc%5Etfw%7Ctwcamp%5Etweetembed%7Ctwterm%5E1647384505550876675%7Ctwgr%5E7d7e8241e8dd11d7e1a47f21faa0d34d4cd84385%7Ctwcon%5Es1_c10&ref_url=https%3A%2F%2Fobjective-see.org%2Fblog%2Fblog_0x77.html
https://twitter.com/malwrhunterteam/status/1647384505550876675?ref_src=twsrc%5Etfw%7Ctwcamp%5Etweetembed%7Ctwterm%5E1647384505550876675%7Ctwgr%5E7d7e8241e8dd11d7e1a47f21faa0d34d4cd84385%7Ctwcon%5Es1_c10&ref_url=https%3A%2F%2Fobjective-see.org%2Fblog%2Fblog_0x77.html
https://twitter.com/malwrhunterteam/status/1647384505550876675?ref_src=twsrc%5Etfw%7Ctwcamp%5Etweetembed%7Ctwterm%5E1647384505550876675%7Ctwgr%5E7d7e8241e8dd11d7e1a47f21faa0d34d4cd84385%7Ctwcon%5Es1_c10&ref_url=https%3A%2F%2Fobjective-see.org%2Fblog%2Fblog_0x77.html
https://twitter.com/malwrhunterteam/status/1647384505550876675?ref_src=twsrc%5Etfw%7Ctwcamp%5Etweetembed%7Ctwterm%5E1647384505550876675%7Ctwgr%5E7d7e8241e8dd11d7e1a47f21faa0d34d4cd84385%7Ctwcon%5Es1_c10&ref_url=https%3A%2F%2Fobjective-see.org%2Fblog%2Fblog_0x77.html
https://www.sentinelone.com/blog/lockbit-for-mac-how-real-is-the-risk-of-macos-ransomware/
https://www.wired.co.uk/article/hacktivism-russia-ukraine-ddos
https://twitter.com/GroupIB_TI/status/1711234869060358562
https://twitter.com/jerusalem_post/status/1711283274113294493?t=varGpLXboLoB6EBskOgDyA
https://therecord.media/water-outage-in-ireland-county-mayo
https://www.malwarebytes.com/blog/news/2022/07/predatory-sparrow-massively-disrupts-steel-factories-while-keeping-workers-safe
https://www.cnbc.com/2023/12/18/pro-israel-hackers-claim-cyberattack-disrupting-irans-gas-stations.html
http://www.recordedfuture.com
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Mentions of DDoS-as-a-service Active Hacktivist Groups
i First 18 days
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https://www.trustwave.com/en-us/resources/blogs/spiderlabs-blog/killnet-anonymous-sudan-and-revil-unveil-plans-for-attacks-on-us-and-european-banking-systems/
https://unit42.paloaltonetworks.com/agonizing-serpens-targets-israeli-tech-higher-ed-sectors/
https://www.bleepingcomputer.com/news/security/russian-hackers-wiped-thousands-of-systems-in-kyivstar-attack/
http://www.recordedfuture.com
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Top 5 Initial Access TTPs
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https://www.microsoft.com/en-us/security/blog/2023/04/13/threat-actors-strive-to-cause-tax-day-headaches/
https://www.sentinelone.com/labs/operation-magalenha-long-running-campaign-pursues-portuguese-credentials-and-pii/
https://asec.ahnlab.com/en/53158/
https://cert.gov.ua/article/4755642
https://cert.gov.ua/article/4755642
https://www.trellix.com/en-us/about/newsroom/stories/research/a-royal-analysis-of-royal-ransom.html
https://www.microsoft.com/en-us/security/blog/2023/04/13/threat-actors-strive-to-cause-tax-day-headaches/
https://www.securityjoes.com/post/operation-ice-breaker-targets-the-gam-bl-ing-industry-right-before-it-s-biggest-gathering
https://www.securonix.com/blog/security-advisory-python-based-pyration-attack-campaign/
https://www.fortinet.com/blog/threat-research/clean-rooms-nuclear-missiles-and-sidecopy
https://www.fortinet.com/blog/threat-research/clean-rooms-nuclear-missiles-and-sidecopy
http://www.recordedfuture.com
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https://www.trendmicro.com/en_ph/research/23/j/darkgate-opens-organizations-for-attack-via-skype-teams.html
https://unit42.paloaltonetworks.com/muddled-libra/
https://unit42.paloaltonetworks.com/muddled-libra/
https://blog.sygnia.co/cracking-global-phishing-campaign-using-threat-intelligence-toolkit
http://www.recordedfuture.com
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https://blog.google/threat-analysis-group/over-50000-instances-of-dragonbridge-activity-disrupted-in-2022/
https://about.fb.com/news/2023/08/raising-online-defenses/
https://dfrlab.org/2023/12/14/massive-russian-influence-operation-targeted-former-ukrainian-defense-minister-on-tiktok/
https://go.recordedfuture.com/hubfs/reports/ta-2023-1205.pdf
https://dfrlab.org/2023/12/14/massive-russian-influence-operation-targeted-former-ukrainian-defense-minister-on-tiktok/
https://www.nytimes.com/2023/12/07/technology/russia-disinformation-mike-tyson-priscilla-presley.html
https://go.recordedfuture.com/hubfs/reports/cta-2023-0830.pdf
https://www.international.gc.ca/transparency-transparence/rapid-response-mechanism-mecanisme-reponse-rapide/2023-spamouflage.aspx?lang=eng
http://www.recordedfuture.com
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https://www.recordedfuture.com/aggressive-malign-influence-threatens-us-2024-elections
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The targeting of open-source or proprietary software packages will likely
continue and perhaps worsen in 2023.

/4
Our rating: Largely accurate, but imprecise. Given Reported SSC attacks \
1%

»

the high unlikelihood of threat actors abandoning
software supply-chain compromise, we should have

attempted more concrete predictions of how such 2022 _ 52
compromise would occur. Growth

We expect interconnected marketplaces to grow throughout 2023, increasingly moving
toward managed models.

”

In 2023, new offerings focused on specialization rather than “managed model”

on “managed model” growth. A more useful prediction growth and sophistication. For example, specialized offerings emerged for:
would have focused on which offerings criminals would

likely seek in 2023.
So &
N,

Obfuscating Automating account Post-exploitation
final payloads takeover (ATO) attacks activities

Our rating: Partially accurate, but an overemphasis

Based on the trend line over the past 5 years, there will likely be more
zero-day vulnerabilities in 2023 than 2022.

2023 saw a record-breaking 97 zero-day vulnerabilities, marking an
83% increase from the 57 disclosed in 2022, and a 10% increase from
the previous record of 88 zero-days identified in 2021.

Our rating: Accurate. We correctly interpreted the
conditions of 2022 instead of relying on the trendline of
2021 to 2022, which saw zero-day disclosures decrease.

Reported zero-day vulnerabilities

Growth

B9: 2022 DF =2 FJLLIR—FHEDI3DDEELFA LT EEE
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