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Cyber Threat Intelligence (CTI)
and Anti-Fraud Controls

Merchant Breach Data Theft Data Posted for Data Sold for Fraud Data Validated for Fraudulent Downstream Fraud
E ial titut duct Anti-fraud te | Trackil d dat: d fraud H e
transaction analyais to dentfy  tansaction analysis o qensy  o@le on Dark Web o e faua | Fraud Transaction Activity

common points of purchase (CPPs),
which are usually breach sources.

Magecart e-skimmer intelligence
allows financial institutions to
identify infected merchants whose
transactions are likely compromised.

customer accounts that transact with
breached merchants. Refined fraud
controls are applied to identified
accounts to prevent fraud.

CTI teams leverage dark web
research to identify at-risk data
segments that threat actors are
targeting for fraud.

Financial institutions leverage dark
web intelligence to identify at-risk
customer accounts, such as card
and check accounts

Analysis of CTl-originated
intelligence and internal data
enables fraud teams to detect and
mitigate fraud more effectively.

teams refined signals to incorporate
into fraud controls.

Law enforcement intervention
compels threat actors operating
sales platforms to cooperate in
judicial investigations or shutter
their operations.

Anti-fraud teams leverage
transaction analysis to identify
customer accounts with unusual
transaction activity.

Anti-fraud teams identify card
validation activity via tester
merchants, which threat actors use
to gauge the usability of data for
fraud

Upstream CTl-originated
intelligence on exposed data and
effective fraud workflows enables
anti-fraud teams to apply refined
fraud controls.

CTI teams identify sources used for
card validation — including on
Telegram and the dark web — to
produce intelligence for anti-fraud
teams

Anti-fraud teams analyze fraud
patterns and criminal workflows after
fraud events to identify likely fraud
and synthetic identities.

CT| teams identify emerging fraud
workflows and account acquisition
schemes on the dark web involving
stolen data to offer anti-fraud teams
a decision advantage.

Magecart threat actors employed
novel tactics to obfuscate
infections.

E-skimmer kits and vulnerabil
allowed Magecart threat actors
infect websites rapidly and at scale.

Threat Actor
Adaptations in 2024

)

&

Threat actors increasingly pivoted to | Threat actors posted more card data | Following Telegram's agreement to

scam website operations with linked
merchant accounts to temporarily
mask fraudulent transactions.

Merchant rotation and transaction
laundering techniques helped threat
actors evade detection

for sale than previously observed by

Recorded Future.

Threat ac
and validating card data for fraud
using Telegram channels.

Telegram served as a major sales
platform for stolen check data.

ontinued generating

furnish user ID data to authorities,
threat actors reduced the volume of
non-unique card data posted on
Telegram, where they often share
card data.

Threat actors demonstrated
increasing reliance on dark web
marketplaces, which offered clear
advantages of scale and anonymity
for the fraud underground

Stolen US bank check data was
reposted with higher frequency in
certain US states, suggesting higher
demand for stolen checks may exist
in those states.

Dark web checker services rotated
through rosters of new tester
merchants to keep their card
validation activity unnoticed.

Threat actors employed one-time
password (OTP) int

techniques to prepare stolen data
for monetization as soon as it is
compromised.

New dark web checker services
indicated growing interest in card
validation from dark web vendors.

Digital wallet fraud helped
fraudulent transactions go
undetected, especially when
combined with OTP-intercept
techniques.

Threat actors likely leveraged
various access methods —

including publicly facing payment
forms and compromised application
programming interfaces (APIs) — to
abuse new tester merchants.

Phishing and “live-admin” panels
allowed threat actors to conduct
OTP intercept at leisure.

Al tools likely enabled threat actors
1o bypass identity processes and
conduct synthetic identity fraud
more effectively.

Account acquisition tutorials
empowered threat actors to conduct
fraud and money laundering activity
with stolen or forged data

ated money laundering
and workflows facilitated
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Volume of Unique E-commerce Domains with Newly Detected Magecart E-skimmer Infections: 2024

The count of unique merchants each month is duplicative if e-skimmer infections were detected, remediated, and subsequently detected again.
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Scam Website Merchant Accounts by Country: 2024

26 other countries

United States

United Kingdom

Hong Kong
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Identified Common Points of Purchase (CPPs) by Merchant Category Code (MCC): 2024

Eating Places and Restaurants (MCC 5812)

Women's Ready-to-Wear Stores (MCC 5621)

Miscellaneous General Merchandise (MCC 5399)
122 other MCCs

Miscellaneous and Specialty Retail (MCC 5999

Men's and Women's Clothing (MCC 5691

Department Stores (MCC 5311

Health Practitioners, Medical Services (MCC 8099

Automotive Parts and Accessories (MCC 5533

)
)
)
Sporting Goods (MCC 5941)
)
)
)

Miscellaneous Food (MCC 5499
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For-Sale Card Data on Dark Web Sources and Free Card Data on Various Sources: 2023—-2024
B FreeCard Data [l For-Sale Card Data
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For-Sale Stolen Card Volume by Year: 2021-2024

W 2021 W 2022 W 2023 [ 2024
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For-Sale Card Data by Type: Card-Not-Present (CNP) versus Card-Present (CP): 2024

CP
13.0%

CNP
87.0%
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Volume of Free, Full Card Data on Dark Web and Clear Web Sources: 2023-2024
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Card Data Records Posted to Telegram Each Month: 2024
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Telegram Unique Card Data Volume by Source Type: 2024

Telegram sources with card generation/validation functions

Other Telegram sources
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Tester Merchant Volume by Consecutive Months of Abuse: 2024
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Top Five Merchant Category Codes (MCCs) by Volume of Tester Merchants: 2024

Eating Places and Restaurants (MCC 5812)

Lodging: Hotels, Motels, Resorts (MCC 7011)

Miscellaneous and Specialty Retail (MCC 5999)

Doctors (MCC 8011)

150 other MCCs Automobile Parking Lots and Garages (MCC 7523)
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