CYBER
THREAT

ANALYSIS

I}I-Recorded Future’

2024F R LAF— b

04FEDROEELHWEICL

O SRS 7 Wr 2 A sl ds
D BEE SN TEREEIBE R DL EN )
MMCIBIES ZHHEESHMCADEL
7o MFAD RN DD ERE S R
BRI T IX—DEET—RIT D
TRIBREACBEDFLT

ERITHEDITE Z ZonTFIC B
SEEMARELE LT LY
IT7HBOHIIFEF EREETL
feh\ 773 — CEREOHISIEM
LTVWET,

By Insikt Group®

January 28, 2025

ERAIS ERDEE T TR 2L
RKIBDDICRIBE LT TODE
L TEEREENMTONS BT
7R BN TIRIZEMAY —IL %z
FoTROOAVT Y ZIERSE
gt L/jto



-}l-Recorded Future’

FX

Recorded Future D EREZHLR—FTIEX. BETV2—DEELTTP (B, Fix. FIB) L. BETEROFH
BEICOWTEFL. REFRINSTTIPEZEHLET . COBEHREZERATSET. BRELYBEYIZHREHL, Y
AN—)RVEEBTEET,

KEBED2024FDTLATYINLEN, £Xa )Tk HlZRIE,

AUR—rTE, REDOTHVIY —Tz X (HEXNREE) AEKLET. T B EOSTLVERITHEDITEIC
LMD DOLTHAN—LNRFHIREL. ERIBREOBET V3 —DNEELGAV ISR I FrEEEE
B 2024F DER TRLBENGAVTIDI VA HERLTVET,

FEGBRTIA—ELZTDOEM, FEHSNI-TTPICEEST 53 MZ UT CHEL. VAT LDEX 2 THlH
DX yTE#HELTHUNTESELSICLELES, UTFIZDWTHELTWVET,

o EBET/YA—hH4FIZChange HealthcarelZxtd HALPHVE KU RansomHUbS > L T 7 IE 40,
SnowflakelZxt 3 AUNC5537D K E(ZH VT, SaaS(Software-as-a-Service) Dt yb 7y T EH T
HERRREEREERLIZAE,

o EENITHERE DR ALockBITHOALPHVZA E M F E4fRaaS (Ransomware-as-a-Service) 7' )L—7IZ
RBEZHBE. SV LDITOEINFELT—ELTWVSEVLSERICEMI DI DOLT  FifGI0H A
DITTI—T O EMLI-EE,

o HRPT20EAULOEEENEZICANSIF, FE. AT AZUNAIERITUOVEFERALT.,
EEHIEENTIRO—RELTHEBERERA=FE,

2025F LIEOO—FI YT TRHEDHEEMRILL,

AEVE—TIA—TAUT RBEENR. Y —FA—T/DOURIEBLREICET ST AIZHERL. COFHRE
FERALT. T—2. ISUVRDFFHCNREZRET HDICRIDBERAVTIDIVABBERELE T Z4D
FRICEUTAEENES

o FHRBIFAZFEFALTLIYVERELI—RFADBITEME,
REEEFHMATIGEARLEIZTHIERDRERAIZ,
ERAIDIVA—TSAXT—9TA—~DEEOHEMELRYTELD=HDAIERICERT SRR
BLOREREDAREE,

o HEMERIEE (Pre-positioning) FENZME T AL EINEZ . FEIIBLEVEEEE CTHIENSE
HEREET SN E XL,

Recorded Future®Insikt GroupZ X &L T, RALR—FDKEBEZED —HEETE. 2025F(CEDRADREL
Mg 5 ETRILDIEERE>TLET,

Levi Gundert
Chief Security & Intelligence Officer



http://www.recordedfuture.com

-}l-Recorded Future’

ITEIT4THR)—

2024F DY AN—tFX ) TADRRIEERITHEICLIPHBEDEMERRDT IV IH—TT A (RE
MREE) OEHILICERLELERIET—IDLOYTVRENI2DDMTLIZL U REREYELE, Y
AN—LRENHEHE, LRENBREEL TERITHBEOBYLEIYBTYICTH A SN HEIITEISL. BIES
ZRLE—AT. KVEERBEDRRATACRNY —FI—TADITIVRR=RDT7T)r—23vI8BTT 5
RTCIVE—TIAXRYNT =IO HFEYITEHIELTLET,

20245 %@EL T, LockBitEEDSUH L7 DER., Y—EREBFFRL—5—,
MaaS(Malware-as-a-Service) 7A/NA 4 —Z 5 RIZE B DEITHEIC KB BARMON ., PEAFEEL
FL o EFHMATHEICEAHINGEDHEDERIZTIVY LA ITOHEEF X —BFHITHDLELEEA . HE
DERBEREGE I KREBISHEDLTIIVWERA, COBREIEZ H—ERR—ADPLFEIILRATLALIZEK
Y. ZR7754—ERNBGEEHEBELLAASTONASY —BZRRICEETELIEEZRLTVET, &5
2. HAN—NREHETIERMNETENZFKRARELTREAT,. WA LFEEHNRIFEIDOEI LT EIS
T H-HDEREETH>TLET,

— 7. FHRLE ¥ TIXIRAE., 37158 M SaaS (Software-as-a-Service) 2@ E AL TEY .. T 74y
7*7“ TR (MEXRRBEE) O KIZOGEAY  SIRMGHHEAE T ETEHECLE->TULET , SaaSHE A PR
DEIEHRDBEE L. Change HealthcarebSnowflakelZEEEZ 5 X =4V T UMD HBELMEELSIZ,
EK&F‘E( DIEMOTUVVET, Ivantitt & @ +>Confluencem & | [RKFIHIN TSIV A—TSA XE R
BERERBENFEETILL. LG X1 T REFSIEFEILTVET,

FRIZ. ERXBEOBETI2—ETDRBATHENIT(ERANEICHEEOD 7 EREE) (T, HEFEH
TEHEHET SO KERRGEEDEERAVITFIRYRNT =T L TR B L AHNTEL -,
HAN—KEBIIMAT, FE. AL T 1SV IFERAIZFERALTERIREZITV. AOBUAIVTUOVEHRA
RIZEHFEL . T2 . oD BET V54— 3 EXERMEBERIAVATLOMA TERSNELTNSIL
ZFALT. ChOoDEH~NDBFDOES OIHRRERERATHET,

HAN—LRERINRFATHY . E=FBICEIIRABENZRICHEY, BRIBEOBET I —DANE
TETHFELID, MBI REOBERR—XDFEHEBA T, KYBRFETRY—5TIILEEHHILSh-EF2Y)
TAT7—FTIOFvEFRATEIDERHYET . choDEF1TaVa—2avid,. TEDERBREDEMS
L FTFIEELRTIERTIEI—Y—ILEIrDEEIZHIGTIHENHYFET, EFVZ, 2024FED
SnowflakeD &3BKBELREERFEFZ 5L HBIEFET . HILE#R T LT )TY—ILEYE, MFA(ZE
HRD DOLOLEMTHRMEV) 12— 3 EBETILEAHYET,



http://www.recordedfuture.com

-}l-Recorded Future’

FTHERR

e SaaST7 I —aviFERADIEKIZEWN IDTIRTOA A KYSIRMIZHEYELT,
2024F ICHREL-RVEEGCREMNSIE, £ERETNSaaS7 I r—av DR EN. 41274+ R
TA—7— (BERGWME) IV TICE > THMEIN =R BEROZELXESEBESE AN R TR
7,

o EBUTETDRILICEMAMIDLT  ILREANAELEL-,

EBATHERE (X, LockBitZ S T E/MRaaSEEHE DML ICAAIILELT, LAL. 2024 F % F 121X,
LRELNDBFHASNIZY—RAO—FEEN T —ZFERALTHRILIZEEZREBLIZ-O. S LD T
J7I—LEENRELEL,

o BEET—HIZKY. HAN—LRIFBNESLDELYELT=,

BEEEANILAT T, 2024F 450 L7 OBRBEOEEENRLESERTHYKIT. H1/3—
LREEHNEEDOFHENICBEETHIENSRBEHICFIREFZB TSI LERLTVET, — AL
FI+—FLTHRFESINTVNET—IRN—XDHIIHEFICLLRT20%EML. BIE. EE. ZBEED
T—AR—ZADEENEE EL>TLET,

o HAMNLMEOEBEDEANEEAVISOREEZBEELT,
ERNAXIETIERTII—EFDORBATHINIT(ERMI EELRAVISICHTIELERSS
(2. B ERG EEEHELE L, FEEEETIERTVI—E. EELGRYNT—VIZHERIERESE
TOoTWAIENERIN, AL T EASUNKIETHN\ITAERNME, AIRHEEZRKIET B=0I12KE
MEEREEMICLTLVELT=,

o ERIBEZHEEBTII—XERAIZERALTEENIFELALTYILELS:,
70NEULTEELEZNTONSE. PE. AL T ASVIEEENTEELT ERAIY—ILE
FoTarTUoVDFIEE)—FERLELz, SOhEELERAIMBEADTREERHEITTLNET,

o TTP(EflT. HflT. FIB) TIX. BHEEENER SN TLET,

MO TRHEREENERICHIGELEBTIF—IZRESNTLEHA, LREFEBTEETET
—MRIELTWET . EROYV—ILZFALTHREZEELZY. GoBLURUSIEETIIL VI TERHE
L=UT B ENERSNTLNET,



http://www.recordedfuture.com

-}l-Recorded Future’

BX
2024FNDRILEBELRINEIZLY . SaaST7 TV r—avDEaEBIZKY, BESN-FEEROZEN L
MMHEIET ZM MBS MY ELTz. MFAD RINPZF DM DB EIRMN, BRTII—DEETF—4
[Z79ERTHERREELYELT, 0

ERTHREAOTHES NS LREANRBLEL . SV LAVITHREDOKIIHEFLRIEET
L=, 73 —LBEORITEMLTLET, 0

ERAIR. BRNEE NI RELRTAIDICRILGEL-, 700ELUETEELRENTHONS, B
G EENTEITERAY —ILEF>THDIAVTUYEBIRSEEL:, 0

Chief Security & Intelligence Officer

ITEIT4THT)—

FHRRAERR

B R

SaaSOIEAILRMNEIEFEZTIDOER
SaaS7 I —Lav G RSN R EREROF - ZEIRE
BEHRGMETILVITREENMAANT NARZESERZED BRI L YR FEREZISGHZEOL,

—_—

o o A NN

SaaSIa AT LADYRIHEKX 6
DE—RI—VLGEISERT AV Y AT —BRIRAIDIEKX 7
SHEDOREL:VZVFIDERETLH-ODIEELTE 7

ZERTHREBOTEHICIANDLT . BB IIL—THAE 8

FRITHEOEENZ KR EEMMBIREL 8

SHOREL SUYLIITIOVRATLDESHKREADES 1
ERTHHDOBONDSGBRTIVI—DEESIRICEATHRE 12

BIBICxt T AR INEEEIE T DICRENETOHLSIETIBRT V2— 12

HEROWRFILDAEEETERFEIBH T —2DMIE 12
SEROREL  TRPIRER |HE~DHARF 14

HROEBAITAEDBIENEEAOTSDZMLEHE 14

PEEROXIETIENREIREODEESAISEWRIET DRENEEIT 14
Salt Typhoon® KiRIEMEE/ \vF T X P&k 14

AL 7REAEDHKIE TN HEEMICEED BT E 15
SHRORBL HBFELY(/N—aVN—DUR 15

P 58 B AE B A v — A AN E A DIV T U IR B E & 16

ERZEBEHOBNENZEN TR ITICERAIDRERE S 16

ERXBEEOBEBT V57— FLLM(KRESEZET L) OERIBAZERLTOSEAREEAHHIDD . K
BERFEDOREEKAELTEE 17



http://www.recordedfuture.com

-}l-Recorded Future’

SHOREL AERDEKE 17
PhiEEZE EHR T DEMET V=V 17
JE—FEEY—ILTHYSNIZIGRICE DT AMNATEEIC 18
L 1L ZEH T AmacOSELinux®D < ILH 7 19
mMacOSIZHHELzBRBME TIIL YT E,OA DR EDEMERIME 19
BEBA—TAVTANAN—INAF— HYORTSyrTA—LEEETHEONBLINUXY R T L 20

PR E % S TTPA R LM 20
SHEORBL: TARINDOBRT Va0 DEH 21
2023FDF AT EER 23

SHEOEE:2025FDF A 26



http://www.recordedfuture.com

-}l-Recorded Future’

SaaSOERIE AN EIEEHTIDOEMR

20244 (1%, fAEEHH S 1-SaaS (Software-as-a-Service) 77— 3> QO RAEMIZEEL, H40/8—
ERTI8—(ZE-THORESN-ZIEHROFREINEL, SSOC T IV ALUA) OMFA(Z EREEEL)
RIS —DF vy T PREIRFERALTEEDIALRTLALIZTIERTBESIZHYELT -,

SaaS7 7 r—ar NG MENF-REAIFRERA DT -G TIR M

TR IT 3715858 D SaaS (Software-as-a-Service) 7 7 —avZFERALTEY . Th(F2021F
(266F2%5) 1 539.4%1E L . 2025F 2 BLTESICEMTAEFBEINTLET . choDT7TYr—ay
[ZIE.BE. FRENBBEDITSHFR—20OT (VU R—2ILBAHELTHEY., TUE—TFS54/4 XSSO0 (L vy
WHAUAN V) 1= 3 B TEET . -EL. A—F—DEBEEINIAM(D7 /R EE) BEN DT
TV —2avIc7IeRTEEE. TEOMEBIEIDLTLES—LLREFRYFELA, CORRITHEKT HIDHE
MREEIL., FIFEEIC. BRTIVI—NESF XL -RIIEREERATIHSFEOLTEY. U
TT7T)r—2a v MEBDT7% THEASNTVET . LEHFIL. SaaS~DEKGFEDTFY LASN-FRILE
HOBPAEHLEEFIALT, 2024F(IZHRBEFESINIZ2DDKE. (Change Healthcare&SnowflakeD =
F)EETLEL,

Change HealthcarelZ# 2% 5 2 fzALPHVE KU RansomHubS Y AD = 7 HE(Z (X, thD)V—XIZE

RYLT BRINCT RN TAD)E—LT O RREAREICT BCitrix7 TV —2aV (CT7 VR TH=HDE
HERIIEROERANEETN T ELT=, Change HealthcareD Ry T —O~ADJE—FT7HIEADSSOA

A—Tx A RELTHEBEL TULV=Citrix Gatewayld. BE RPN ENITHEH>TWVEMN oIz, FEEIZ—HEH
BIDDER GRIAEHROER) N, FEEIC—RUBIDE LUV TV EREEFE (SSO)ZMATELLENSHTE
HDEBEDEREANEELEL ., TV ERADPHEILINGE. BRT 73— (X1 T—IRNEEAMAIZFEEIL.

BETAFWELTHRESE. SV LD T7TORAO—FEEBLELT, Change Healthcarel&ALPHVIZ
=AD2,200BFFILDEREEZI., ZDOR. BEDOBRBIZH LI TRansomHUbD BEHESR# ITEMD &K
TEZILOTZVDIEMMNHYFT A, HEERIFESh TLFELEA,

SnowflakeDEH DI T IRAN —DF AV UMD RERFIZBESINZCLT. HBEOHB ORI IFERN GRS
NFEL-, £ LBEEE DODCOBRET7 IS —UNCS537(E., FHREME TIL I 7 RL(CL>TH AL
SIEREFEALT. EHDO XD Snowflakef Y REV AT —42%{EZE LELT=, Change Healthcare®
CitrixstR—42JL EBIHRIZ, UNC5537[EMFATRESN TLWVEWNRIBICT IR TESLSIZHYEL, 7IEX
VEZEIG T D&, UNCESI7IXBEHMAASQLYTUEFERALTERETV. ML DHST—2%4EL . Snowflake
RENLT—AAERESEFELZ, TR, HEMABICEMNORBAYE—CFXEL. BANMOTUFT—T5
URBEUVT =0T IA—SLTEDT—IZRFELFEL ., CNOD KB ZRBFICEITTSHILT.,
UNC553713 &%), REDHKEREDHSHREZEZEIEEIL, DD FHE TIL, SnowflakeTIvbT+—LEH
ANBREFEINFEEZONTVELT

IHERMGMBETIL DT REENBEAN T NAREIBSERZFRSD , B U=V R ER
FIMEBHAEDL,. SaaSTaAL AT LAD!) RIH X
Change&SnowflakeD T —2EZEDH A T, MHO BN LR IIERIFIFHRGINE IO T7RELEEZEC TR

FENFELT=, Recorded Futureld. 2024 F D EHRGIE VIV 7 EREOKFENEAFIEF/NEEDRR
’E?‘év‘-“/i‘«rxla%%’éﬁif::t’éﬁﬁ ALFEL-. BE . BAABRTNAARIE. IO —TSAXTINAARLREL



https://productiv.com/state-of-saas
https://www.verizon.com/business/resources/reports/dbir/
https://d1dth6e84htgma.cloudfront.net/Witty_Testimony_OI_Hearing_05_01_24_5ff52a2d11.pdf
https://www.bleepingcomputer.com/news/security/change-healthcare-hacked-using-stolen-citrix-account-with-no-mfa/
https://cloud.google.com/blog/topics/threat-intelligence/unc5537-snowflake-data-theft-extortion?utm_source=chatgpt.com
https://thisweekhealth.com/news_story/snowflake-cloud-storage-giant-suffers-massive-breach-hacker-confirms-to-hudson-rock-access-through-infostealer-infection/
https://www.bleepingcomputer.com/news/security/change-healthcare-hacked-using-stolen-citrix-account-with-no-mfa/
http://www.recordedfuture.com

NUREPI- lil- Recorded Future’

EER. HRAFIROEX1TANY—RADAENTHS=0 ., ERFWME I 7EEIE TEGVATEREENS

KIEYET, B2, Snowflake DR E THERAINIZZRIERO — A 2020F [T EH#IN TN =2 L%

Mandianth# B L1z &512. BREERIMI KA DBERGIME /LY 7REREZRIEHBAKINI-FFIZLED
ATREEMNHYE T,

T 2021F LI, TNAARIE SV ZH R FHROBIIEFEEICEMLTOET A, ChixsEo. 12—
F—HAEERBEEBAADTNAAOEATHEHENICAT AT ET7ITVr—2a>DEMNMEZTWSIENR
RATHHERONFET, ChITKY . CREDRBEFERD VELLELTIONEEIY—AANDTIERERETS
AREEAEHYET , THNAMRABTOOT (o B OEMF. HIla—F—ANEED—TEIn=IDEEI R
TLONETAT AU LTNSIGE ., EXa)TAF—LICE>TEBNREICHLAHEELAHYET,

Number of Creds Stolen Per Device Non-Enterprise vs. Enterprise Credentials Stolen

............................ 67 736m
24%

2021 2022 2023 2024 2022 2023 2024

@ Non-Enterprise @ Enterprise

HT:BAARTNAARIEIVA—TSA AT NARKYLEEEITBDN ., T/NA ALY DO EHDINF RO T B EIER T (H
Recorded Future)

JE—rD—VRBEISRAT AT —BEI)RIDIEXR

SaaSERAEILISHIRBENIRAIX. AV TLIREYE—FDEXIBELEGETIVESLEIOHEINT
FFELI= LWL UE—IT7VERRIZKY,. BB T IF— LB FENT-ZELFRIZ 1T THEL BENID2AZF A
LTREDOHZ )Y —RIZTIERTEHIELTEDLIICHYEL Iz, 20245128 . FB(T A HEREER)
(X, BHIN-IDEFALTYE—FT—H—ZE, 7AHDEICHBLE-RVT. UADILLBHEREESR
LELze SO FEEDIAZMSTITRALEH DIV A/N\—X )T EIL. COFALBENTEH#E
NEEDETA)NEWSETBIDIZFEALTOVERELTVET, ChIZKYIOHE . BTRE. ABDOF
VIAVEE. TOMOREAIIOBEEE/NRTHIENTEEL:,

SEDRBEL: V5V NIDERET H-ODIEHEER

20255 F TICEHBD22% N LBV E—NMIGDILFHEINLH . FANCHEEFTOIDERIIKARELLTE
HMEURMYMAELBAIREEA HYET . Insikt Group A REERHELI=LSIZ. NATUYRENFFEDRLEEIZH N T,
EXEEEYR—IT5OITH—RNN—TFTA DAV TSRS IF YOV INITTIZIRET HEEIEZ T
F9, FE£E. Insikt Groupld, CVE-2023-34362 (MOVEit77 A ILELEDIEHEME) DERICK->TIEEZED
ERRELGHEEEEAOERZHELELLY. SEF HBOEMSEERTAOICHO7IO0—F%

WMoTWABETIA—hEESNEL, ZEREIEChangesSnowflakeDE A DEREEFHSC DIZIFIX
HEEICRIMST-TLIOIN. EHTHY . V5VRR—ADAV ISR IF R T—E L-EREITOIZEE
ERICITEELOVOMNRETT,

7 CTA-2025-0128 Recorded Future \ www.recordedfuture.com


https://cloud.google.com/blog/topics/threat-intelligence/unc5537-snowflake-data-theft-extortion?utm_source=chatgpt.com#:~:text=Mandiant%20identified%20that%20the%20majority%20of%20the%20credentials%20used%20by%20UNC5537%20were%20available%20from%20historical%20infostealer%20infections%2C%20some%20of%20which%20dated%20as%20far%20back%20as%202020.
https://www.justice.gov/opa/pr/fourteen-north-korean-nationals-indicted-carrying-out-multi-year-fraudulent-information
https://blog.knowbe4.com/how-a-north-korean-fake-it-worker-tried-to-infiltrate-us
https://www.mckinsey.com/industries/real-estate/our-insights/americans-are-embracing-flexible-work-and-they-want-more-of-it
https://go.recordedfuture.com/hubfs/reports/ta-2024-0321.pdf
http://www.recordedfuture.com

-}l-Recorded Future’

SaaS7 Ny — 3t T ABEDOERICHIGEL T, BEFIUBB LI, FEEMICHEYITKWIDERY
Ja—avADBREEMLMARLTVWET , HEAEICEDE. 2024 FIZIFNRRAF—DFEAML00% (ML, 1]
ETIHI00FBADENT IV r—23o B NREx—2 Y R—rLTWVET . CNLDOBREITHRRZ LT TS K
5T.83%DNEEMNDEXA)TAADRENIDEEDRIVBRRBICKRI=EHRELTLET . LAL. Thi
DY) 1—2a AR MIHEET A=OICTBEULERE—ELIZAVTFUOANTARTHY . REE TR
EICBTAX vy I Z2EBATAIHLVAEZRELEITET,

EPTHEOTEHICEMANOLT . BIRTIIL—TH RS

2024 F D EMATHBEDIIEEICZKY. LockBit P X BLFRBMEILYLT T1vP T F vk, DDoSH—E
ADERN—FHIZHhEEnNELEN, LREB BT EGRAAST I T UNDINSBT L —TIZBHERT
HeTHERL EREDORENERLEL:,

ZEBITHEOBEN _ KEEMHBITREEL

2024FE D5 Y Lo 7 DIKRIE . RaaS(Ransomware-as-a-Service) D Z X7 IL—F THBLockBitD;E
ELEALPHVDBERRICKY . 2D D REREIRERIFTELT=, 2024F 2R . FA) A AFUR, LD DERIMN EE
E O :EITHEE L Cronos] EMEIEN 2 —FE# TLockBitMEEZ L. MY IL—T DRy T—H1))—
ADLKOHEHIL , BEBRE 2R REL. BEBEETH O ERKLI-EREELELZ, 2024F10A (2112
ElEHITon, EZRITHBEIELockBtMEEIZR L TITHON - EMOEEZHELNICLTHET . oD
EIZIE. LockBitICEAE T A5 NN EMFEHEE. AT IN—T DAV ISR IFvD—ETH-95DH—
N—ORINEENTIVELT=, —A. ALPHV (A4 BlackCat) [X. Change Healthcareh 52,2005 KL M
FTHWEZ(FEZD2024F3R8IZ7 74V ITARYNT—DF A ISA BT LELEZ, U —F¥—56IEL.
COEAROFAEMNEHTHEOITENSFTLIRTOHEOFRDO—HTHY . BESHEADIZIWEE 5T
HDITENTHo1=EEE->TLET,

LockBitEALPHV D EEID D FE (X £ K TLT=, Recorded Future®T—4I1Z&k b &, Lockbitld20234
DIV LIITEHEERD23%EED. FIETHICERE > IL—TD12EH->TWET , £, ALPHV
FEE. R ERBSUY LI T IN—TOLERESMIZES 40 LELT=,

2024F QEMITHEDITEIXRAaSEITICEREZ LU T TV EDOITTEHBYFEFA, TOMDEE T REHE
[Z1&. IcedID. Smokeloader, Pikabot, Bumblebeeli &, D1 EH4DDIIL I T IIN—TE2XZ2HM407
SANSOFYEI vy LTI Operation Endgame AN EENE T, £l=. TAUHDE#ITHRT L. LT
4" )L—FScattered Spider& /NI F4E AR J)L—F Anonymous Sudan® A /\—%E#EERLEL -, BE L.
BERERELETIEITTHL DCAT(A BBV IRHREY—)L) EEIEN SHDDoS (R BB Y —ERER)Y—IL
~NDTIEADRFTHITH>TLVELT =,

SoY Ly 7 Malware-as-a-ServiceD TV AT AIZH T HEHITHEOREEICEM M DHLT ., G
NEHEOEEFEMULERIIKRIBICIEBEADLTOWERA. VY LI 7T IL—TIE. BRHEAETSVRDEET
RELIZ#ELELT=, Recorded Futured T —42I2&k b &, LockBitd BRIz I H A MIkfasn=50H L
DI7DWEEEIHENSERITEDL. F1RFEAD 205N SFEAMFEIZEHT M EITEDLTNVE
T, LAL. LockBit< LDz 7FE(X, 2022F (12— Enf-LockBit 3.0 Y LT TEILE —H HEEAIIZE
HEN T8, SESELFHES IL—TIZE > THERINE (T TLVELIz, LockBitI LDz 7% FEART 55
W—TOHELTIE. NITAERNDEBT V23— S0 Y LT IL—T I8z 5 L1-Dragon Force*,



https://www.dashlane.com/blog/passkey-report
https://www.sailpoint.com/identity-library/horizons-identity-security-3
https://www.europol.europa.eu/media-press/newsroom/news/law-enforcement-disrupt-worlds-biggest-ransomware-operation
https://www.europol.europa.eu/media-press/newsroom/news/lockbit-power-cut-four-new-arrests-and-financial-sanctions-against-affiliates
https://www.securityweek.com/more-lockbit-hackers-arrested-unmasked-as-law-enforcement-seizes-servers/
https://blog.barracuda.com/2024/03/06/alphv-blackcat-ransomware-goes-dark
https://www.cpomagazine.com/cyber-security/under-increasing-federal-scrutiny-blackcat-ransomware-gang-pulls-exit-scam-on-its-way-out/
https://www.bleepingcomputer.com/news/security/blackcat-ransomware-shuts-down-in-exit-scam-blames-the-feds/
https://www.fbi.gov/news/press-releases/operation-endgame-coordinated-worldwide-law-enforcement-action-against-network-of-cybercriminals
https://www.reuters.com/technology/cybersecurity/us-charges-five-scattered-spider-hacking-scheme-2024-11-20/
https://www.justice.gov/usao-cdca/pr/two-sudanese-nationals-indicted-alleged-role-anonymous-sudan-cyberattacks-hospitals
https://www.cybersecuritydive.com/news/us-disrupts-anonymous-sudan-ddos/730104/
https://blogs.vmware.com/security/2022/10/lockbit-3-0-also-known-as-lockbit-black.html
https://www.infosecurity-magazine.com/news/dragonforce-ransomware-lockbit/
http://www.recordedfuture.com
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New Ransomware Families by Month
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https://www.chainalysis.com/blog/2024-crypto-crime-mid-year-update-part-1/
https://www.bleepingcomputer.com/news/security/dark-angels-ransomware-receives-record-breaking-75-million-ransom/
https://www.bloomberg.com/news/articles/2021-05-20/cna-financial-paid-40-million-in-ransom-after-march-cyberattack?sref=KQPtNSUL
https://therecord.media/wazawaka-mikhail-matveev-reportedly-arrested-russia
https://therecord.media/four-revil-ransomware-gang-members-sentenced-prison-russia
http://www.recordedfuture.com
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Ransomware Victims Per Month
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https://www.ibm.com/reports/data-breach
https://www.verizon.com/business/resources/reports/dbir/
https://www.spglobal.com/ratings/en/research/articles/221031-chemical-companies-face-increasing-cyber-risk-on-the-road-to-digitization-12517764
https://hub.dragos.com/hubfs/312-Year-in-Review/2023/Dragos-2023-Year-in-Review-Full-Report.pdf?hsLang=en
https://www.fortherecordmag.com/archives/1117p24.shtml
https://blog.siemens.com/2023/04/the-true-cost-of-downtime/
https://www.comparitech.com/blog/information-security/ransomware-manufacturing-companies/
https://about.ascension.org/news/2024/05/network-interruption-update
https://jamanetwork.com/journals/jamanetworkopen/fullarticle/2804585
https://therecord.media/car-dealerships-reports-sec-cdk-software-ransomware
https://edition.cnn.com/2024/07/11/business/cdk-hack-ransom-tweny-five-million-dollars/index.html
https://eu.freep.com/story/money/cars/2024/07/15/cdk-cyberattack-cost-car-dealerships/74408247007/
http://www.recordedfuture.com
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https://public.tableau.com/app/profile/federal.trade.commission/viz/TheBigViewAllSentinelReports/TopReports
https://woodruffsawyer.com/insights/cyber-sim-swapping#:~:text=In%202023%2C%20the%20FBI%20investigated,nearly%20%2450%20million%20in%20losses.
https://woodruffsawyer.com/insights/cyber-sim-swapping#:~:text=In%202023%2C%20the%20FBI%20investigated,nearly%20%2450%20million%20in%20losses.
https://www.ibm.com/reports/data-breach
http://www.recordedfuture.com
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https://www.marshallcenter.org/sites/default/files/files/2020-05/pC_V10N1_en_Wither.pdf
https://www.cisa.gov/sites/default/files/2024-03/aa24-038a_csa_prc_state_sponsored_actors_compromise_us_critical_infrastructure_3.pdf
https://www.microsoft.com/en-us/security/blog/2023/05/24/volt-typhoon-targets-us-critical-infrastructure-with-living-off-the-land-techniques/
https://www.recordedfuture.com/research/continued-targeting-of-indian-power-grid-assets
https://www.recordedfuture.com/blog/continued-targeting-of-indian-power-grid-assets
https://www.bbc.com/news/articles/ckg0gwy0nlyo
https://www.recordedfuture.com/research/charting-chinas-climb-leading-global-cyber-power
https://www.recordedfuture.com/research/redjuliett-intensifies-taiwanese-cyber-espionage-via-network-perimeter
https://www.recordedfuture.com/research/speeding-toward-taiwan-chinas-development-amphibious-armored-vehicles
https://www.aljazeera.com/news/2024/11/13/trump-signals-hard-line-on-china-with-hawkish-cabinet-picks
https://www.politico.com/live-updates/2024/12/10/congress/trump-picks-china-hawk-helberg-to-be-top-state-department-economic-policy-official-00193683
https://www.wsj.com/tech/cybersecurity/u-s-wiretap-systems-targeted-in-china-linked-hack-327fc63b
https://www.reuters.com/technology/cybersecurity/large-number-americans-metadata-stolen-by-chinese-hackers-senior-official-says-2024-12-04/
https://www.politico.com/news/2024/12/03/chinese-hack-global-telecom-ongoing-00192410
https://www.washingtonpost.com/national-security/2024/11/21/salt-typhoon-china-hack-telecom/
https://www.washingtonpost.com/national-security/2024/10/27/chinese-hackers-cellphones-trump/
https://www.washingtonpost.com/national-security/2024/10/27/chinese-hackers-cellphones-trump/
https://therecord.media/china-salt-typhoon-targets-southeast-asia-telecom
https://www.security.com/threat-intelligence/budworm-tool-update-telecoms-govt
https://www.recordedfuture.com/research/attributing-i-soon-private-contractor-linked-chinese-state-sponsored-groups
https://www.washingtonpost.com/national-security/2024/11/21/salt-typhoon-china-hack-telecom/
https://www.nextgov.com/cybersecurity/2024/11/white-house-convened-telecom-leaders-details-chinese-espionage-hack-unfold/401277/?oref=ng-homepage-river#:~:text=Many%20of%20the%20breached%20systems%20were%20not%20properly%20equipped%20with%20logging%20mechanisms%20to%20monitor%20device%20activity%2C%20delaying%20investigators%E2%80%99%20attempts%20to%20piece%20together%20the%20digital%20sequencing%20that%20allowed%20the%20campaign%20to%20be%20carried%20out%2C%20the%20person%20added.
https://www.politico.com/news/2024/12/04/senators-response-chinese-hack-us-telecoms-00192728
http://www.recordedfuture.com
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