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Managed Digital Risk Protection Service Scope

Recorded Future's Managed Digital Risk Protection Service Standard Use Cases:

1. Malicious Sites Detection: Detects websites that deploy malicious/deceptive uses of your brand (logo,
login form,etc.).
2. Account Takeover Detection: Detect corporate workforce account compromises and credential leaks
from public breaches.
2.1. Leaked Credential Detection - Alert when corporate email addresses, usernames, or passwords
are exposed on suspicious platforms. (For non-licensed Identity customers)
3. Dark Web, Underground Market and Messaging Platform Monitoring: Track underground forums, paste
sites, messaging platforms and dark web markets for mentions of your brand.
3.1. Ransomware Extortion Site Monitoring: Detect references to your brand, domains, or leaked
assets on ransomware extortion sites.
4. Executive and Company Profile Monitoring: Detect impersonations of high value personnel on social
media, direct threats.
5. Leaked Secrets on Code Repositories Detection: Detect instances where proprietary secrets or internal
source code is exposed on Github and Postman.
6. Industry-Specific Insikt Reporting: Receive tailored threat intelligence and research specific to your
industry.

Escalations will be delivered Mondays - Fridays and will include alerts triggered in the last twenty-four (24)
hours. The Monday escalations include the previous seventy-two (72) hours.

(Alerting rules supporting the above six (6) standard use cases will be implemented within the first fourteen
(14) calendar days of the Subscription Term).

The Managed Digital Risk Protection Service includes:

e Enhanced Onboarding: Onboarding users to the service and operationalizing all standard Digital Risk
Protection use cases along with implementation of unreleased future functionality.

o Alert Review and Incident Management: Triage of all managed alerts and escalate threats with criticality,
classification, analysis, and recommendations.

e Enhanced Support: Dedicated Escalation Support.

¢ Platform Management and Optimization: Use case aligned watch list management, rule development,
entity curation, collection and rule maintenance*:

¢ Noise Elimination: Continuous alert tuning and Al prompt management.

e Service Reviews: Monthly Check-ins.

Managed Brand Monitoring Service

*Platform management and optimization is limited to one (1) Recorded Future Tenant (multi-org implementations
are prohibited).
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